NH®OPMAILIMOHHAS ITAMSITKA
JJISI OBYYAROIIUXCS
C KaXIbIM TOJ0M MOJIOJCKH B HHTEPHETE CTAHOBUTHCS OOJIbINE, a IIKOJIbLHUKHU
OJIHA M3 CaMbIX aKTHBHBIX IOJIb30BaTeicii PyHera. Mexy TeM, HIOMHMO OIPOMHOTO
KOJTMYECTBA BO3MOKHOCTEH, MHTEPHET HECET W MpoOJeMbl. JTa MaMATKa JOJDKHA
MOMOYb TeOe 0€30IT1aCHO HAaXOUTHCS B CETH.

KoMmnbroTepHbie BUPYChI

KoMIbrOTEpHBIE BUPYC - 3TO PA3HOBHUJIHOCTh KOMIIBIOTEPHBIX MPOrPaAMM,
OTJIMYUTENBHOW OCOOCHHOCTBIO KOTOPOM SABIISIETCSI CITOCOOHOCTh K Pa3MHOKEHHUIO. B
JOMIOJIHEHUE K ATOMY, BUPYChl MOTYT MOBPEIUTH WM MOJIHOCTHIO YHHUYTOKUTH BCE
¢daiinpl U JaHHbIE, MOJKOHTPOJIBHBIE IOJIb30BATEI0, OT HMMEHH KOTOpOro OblLia
3amylieHa 3apa)K€HHas IporpaMma, a TakKKe IOBPEAUTh WM JaK€ YHUUYTOXKUTH
OIIEpPALlMOHHYI0 CUCTEMY CO BCeMH (paillaMu B 1esloM. B OoNbIIMHCTBE CiiydacB
pacupoCTpaHsAIOTCS BUPYChl UEPE3 NHTEPHET.

MGTOI[BI 3allIUTBI OT BPCAOHOCHBIX IIPOIrpaMM:

1. I/ICHOHBBYP'I COBPCMCHHBIC OIICPAlIUMOHHBIC CHCTCMbI, HMCIOIINUC CGpBGSHLIﬁ
YPOBCHB 3allIUThI OT BPCIOHOCHBIX IIPOIrpaMmMm;

2.1locTossHHO  ycTaHaBiuMBal  mauytu  (uUMQpoBBIE  3aIUIaTKH,  KOTOpPBIE
ABTOMATUYECKH YCTAaHABIIMBAIOTCA C ILEJNbI0 JTOpaO0OTKH NPOrpaMMmbl) U JpYyTUe
OOHOBJIEHUSI CBOEH OnepalroHHON cucTeMbl. CKauMBall UX TOJIBKO C O(UIIHAIBHOTO
caiita pazpabortunka OC. Eciu cyiecTByeT pekuM aBTOMATHYECKOTO0 OOHOBJICHUS,
BKJIIOYU €T0;

3.Pabotaii Ha cBoeM KOMIIBIOTEpPE TIOj] MpaBaMH TIOJB30BATENsA, a HE
aIMUHUCTpAaTOpa. ITO HE TO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX IMPOTpamMm
WHCTaJUIMPOBATHCA HA TBOEM MIEPCOHATLHOM KOMITBIOTEPE;

4. Uctionb3yid ~ aHTUBHPYCHBIE  MPOTPAMMHBIE  MPOAYKTHl  HM3BECTHBIX
MIPOU3BOAUTEIIEH, C aBTOMAaTUYECKUM OOHOBJIEHUEM 0a3;

5.0rpannub pU3NYECKU JOCTYI K KOMIBIOTEPY JUIsl TOCTOPOHHHUX JIMII,

6. conp3yii BHENMTHWE HOCUTENNM WH(OpMAaIuu, Takue Kak QJelika, TUCK WA
(aiin u3 HHTEepHETA, TOJIHKO U3 TPOBEPEHHBIX UCTOYHUKOB;

/. He oTkpbiBali KOMIBIOTEPHBIC (ailyibl, TOJYyYCHHbIE W3 HEHAJICKHBIX
UCTOYHUKOB. Jlaxke Te ¢aiiiipl, KOTOpbIE MPUCTAT TBOW 3HAKOMBIN. Jlydie yTouHu y
HETo, OTTPABJISIT JIK OH TeOe uX.

Cern WI-FI

Wi-Fi - 310 He BuA mepenayn JaHHBIX, HE TEXHOJIOTHS, a BCEro JIMINb OPEHI,
Mapka. Eme B 1991 roay HuuaepiaHIcKasi KOMIIAaHUS 3aperucTpupoBajia OpeH]
"WECA", 4yto o06o3nauano cioBocoueranne "Wireless Fidelity", xoTopsbrit
MepeBOIUTCS Kak "0ecrnpoBOIHAS TOYHOCTh".



Jlo Hamiero BpeMeHH JoIuIa Apyras abOpeBHarypa, KOTopas SIBISETCS TaKOH ke
TexHojorueit. 3to abopesuarypa "Wi-Fi". Takoe HazBanue ObIJIO 1aHO ¢ HAMEKOM Ha
CTaHJapT BbIcIIel 3ByKoBOW TexHMKM Hi-Fi, uro B mepeBoae o3HadaeT "BhICOKas
TOYHOCTB".

Jla, OecriaTHBI HMHTEPHET-IAOCTYI B Kade, OTeIsIX W a’dporopTax SBISCTCS
OTJIMYHOW BO3MOXHOCTHIO BBIXOJIa B MHTEpHET. HO MHOTHE 3KCIIEpPTHhI CUUTAIOT, YTO
obmenoctynusic Wi-Fi cetu He SIBISIOTCS O€30M1aCHBIMH.

CoBeTbl 110 0€30MaCHOCTH PabOTHI B O0MIEOCTYMHBIX ceTsax Wi-fi:

1. He mepenaBaii cBOIO jMuHyr0 HHGOpMaLUI0 yepe3 oOmeaocTymnubie Wi-Fi
cetn. Pabotas B HHX, JKeJaTebHO HE BBOJIUTH MApPOJIA JOCTYIA, JOTUHBI U KaKHE-TO
HOMeEpa;

2.Wcnionb3yit W OOHOBJISIH aHTUBUPYCHBIE MpOrpaMMbl M Opanamayep. Tem
caMbIM Thl 00€30MacHIllb ce0sl OT 3aKaUKH BUPYCa HA TBOE YCTPOMCTRBO;

3.Ilpu ucnons3zoBanun Wi-Fi otkmoun ¢ynkuuo "OOmui noctyn K (aitiam u
npuntepam". JlaHHag ¢QyHKUMS 3aKpbiTa 1O YMOJYAHHWIO, OJHAKO HEKOTOpPbIE
MOJIb30BATENM AKTUBUPYIOT €€ JIJIsl yI00CTBA UCIOJIb30BaHMs B paboTe Win yuele;

4.He ucnonp3yi myommnunbii WI-FI aig nepenaun TU4HBIX JaHHBIX, HAIIPUMED
JUIS BBIXOJ1a B COLIMAIIBHBIE CETU WIH B DJIEKTPOHHYIO IIOUTY;

5. Ucnonb3yit Tosbko 3amuiieHHoe coeannenue uyepes HTTPS, a ne HTTP, T.e.
npu Habope BeO-apeca BBOAU UMEHHO "https://";

6. B MoOunbHOM Tenedone otkiaroun ¢GyHknmoo Tlogkiroduenune k  Wi-Fi
aBToMarnuecku'. He momyckail aBTOMaTH4e€CKOTO MOAKIIOUECHHUS! YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero coriacusl.

CoumnajabHbIe CeTH

CounasibHbI€ CETH aKTUBHO BXOJST B HAlly »W3Hb, MHOTHE JIIOJAU pabOTaIOT U
KUBYT TaM MOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MULIMap]l YEIOBEK, YTO
SIBIISIETCSI OJHOM CEObMOM BcCEX JKUTeled IulaHeThl. MHOrme moJIb30BaTelId HE
MMOHUMAIOT, YTO MHGOPMAIIKS, pa3MEIIeHHAs UMH B COIMAJIBHBIX CETAX, MOXKET OBITh
HaiiJlecHa ¥ UCIOJIb30BaHa K€M YroJHO, B TOM YHUCJE HE 00s3aTeNbHO C OJIaruMu
HAMEPEHUSIMH.

OCHOBHBIE COBETHI IO OE30MACHOCTH B COIMAIBHBIX CETAX:

1. Orpanunus cniucok apy3ei. Y 1e0s B Ipy3bsiX HE HOHKHO OBITh CIyYalHbIX U
HE3HAKOMBIX JIFOACH;

2.3amumiai CBOI 4YacTHYI ku3Hb. He ykaswiBall maponu, TenedoHbI, aapeca,
JaTy TBOETO POXKICHUSA U JAPYTYIO JUYHYI0 WH(OOPMAIMIO. 3TOYMBIIUICHHUKHA MOTYT
HCIIOJB30BaTh Jake MHGOPMAIMI0 O TOM, KaK Thl U TBOU POJUTENIM IUIAHUPYETE
MPOBECTU KAaHUKYJIbI,



3.3amuiai cBO peryTanui - JEpXH €€ B YHMCTOTe U 3ajaBail cebe BOIpPOC:
XO0TeJ OBl ThI, YTOOBI IPyTHE TOJIH30BATEM BUACIH, YTO ThI 3arpykaemnis? [lomgymaii,
MPEXJE YeM YTO-TO OMYOJIUKOBATh, HAMUCATh U 3arPy3UTh;

4.Ecnu Thl TOBOpHUILL C JIOAbBMH, KOTOPBIX HE 3Haellb, HE HCIOJb3YH CBOE
peanbHOE MMS W JPYTYIO JIMYHYI0O MH(POPMALMHM: UMS, MECTO JKUTEJIbCTBA, MECTO
yueObl U poyee;

5. M36erait pasmemenust ¢ororpaduit B MHTEpHETE, T/HE ThI HM300pakeH Ha
MECTHOCTH, 110 KOTOPOH MOYKHO
OTIPECIIUTH TBOE MECTOTOIOKECHHE;

6. [Ipu peructpanuu B COLUATBHON CETH HEOOXOIAMMO HCIOIB30BaTh CIOKHBIC
MapoJIv, COCTOSIIUE U3 OYKB
UIUQP U C KOIMIECTBOM 3HAKOB HE MEHee §;

7.Jlns conumanbHOW CETH, MOYTHl U JPYTrUX CAUTOB HEOOXOAMMO HCIOJIb30BATH
pasHble maponu. Torna ecnu Te0s B3IIOMAIOT, TO 3J0YMBIIUIEHHUKH MOJIy4aT JOCTYI
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

JJIEKTPOHHBbIE ICHbI' U

DONEeKTpOHHBIE JEHbIM - 3TO OYEHb YAOOHBIA CrMoco0 MaTexeil, OJHAKO
CYIIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTST MOJIYYUTh ITH JICHBIH.

SHCKTPOHHBIC JACHBI'U ITIOABHIIMCHh COBCEM HCOAABHO M HMMCHHO H3-3a 3TOI'O BO
MHOTI'HX I'OCYIapCTBax A0 CHUX IIOP HC IIPOIIMCAHO ITPO HUX B 3dKOHAX.

B Poccun xe oHM (YHKIIMOHUPYIOT U O HMX YK€ IIPOMHUCAHO B 3aKOHE, IJIE HUX
pa3AeIsItoT Ha HECKOJIBKO BHJIOB - aHOHUMHBIE M HE aHOHHMMHBIC. Pa3Huiia B Tom, 4To
AaHOHMMHBIC - O3TO T, B KOTOPBIX pa3pemraeTcs NPOBOAUTH omepanuu 0e3
UACHTU(GUKAIIMKY TI0JIb30BaTENIsl, 2 B HEAHOHUMHBIX HICHTHU(UKAIUS ITOTH30BATEISA
SIBJISIETCS 00s3aTEIHHOM.

Taxxke cruemyer pasnuyaTh  OJEKTPOHHBIE  (UATHBIE JIEHBIW  (paBHBI
rOCyJapCTBEHHBIM BajlOTaM) M DJJIEKTPOHHbIE HepUaTHbIE JACHBIM (HE paBHBI
rOCyapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI TI0 0€30IMacHON PabOTe C INEKTPOHHBIMU JIEHBAMU:

1.1TpuBsiku K cueTy MOOWIBHBIA TeneoH. DTO camblii YIOOHBIH W OBICTPHIiA
crnoco0 BOCCTAHOBUTH JOCTyN K cuery. [lpuBsizaHHblii TenedoH MOMOXKET, €Cciu
3a0y7enib CBOW TIJIATSXKHBIM TMapoib WM 3aiiielllb Ha CalT ¢ HE3HAKOMOTO
YCTPOUCTBA;

2.Ucnons3yit omHOopaszoBble maponu. [locie mepexoma Ha  yCHICHHYIO
aBTopu3anuio TeOe yxke He OyAeT YrpoKaTh OINACHOCTh KpaXXW WJIM I[epexBaTa
IJIATEKHOTO MAPOJIs;

3. Boibepu cnoxubiit naposb. [IpectynHukam OyaeT He IPOCTO yraaaTh CIOXKHBIN
naposb. HagexHble mapoiu - 3T0 maposid, KOTOphIE coAepKaT He MEHee 8 3HAKOB U



BKJIFOYAIOT B Cce0sl CTPOYHBbIC M MPOMUCHBIE OYKBBI, HU(PBHI U HECKOJIBKO CHMBOJIOB,
TaKWe KakK 3HaK JIoJutapa, GyHTa, BOCKIHMIATENbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4.He BBOJM CBOU JTMYHBIEC JaHHBIE HA CaliTaX, KOTOPHIM HE JIOBEPSCIIIb.

DJIeKTPOHHAS MOYTA

DneKTpoHHas MOYTa - 3TO TEXHOJOTUsS W MPEAOCTaBISIEMBIE €10 YCIYIH I10
NEPEChUIKE U TMOIYUYEHHUIO BJIEKTPOHHBIX COOOIIEHUM, KOTOPbIE pacHpeleNiaioTcs B
KOMITbIOTEPHOU ceTh. OOBIYHO JEKTPOHHBINA MOYTOBBIN SIIIUK BBITIISINAT CIAEAYIOIIUM
o0pa3oM: HMs_TOJb30BATENA(@UMS_jJoMeHa. Takke Kpome TMepeAadyd MpOCTOro
TEKCTa, UMEETCSI BOBMOKHOCTD IepeiaBaTh (hailsibl.

OCHOBHBIE COBETHI 110 OE30IMaCHOM pabOTe C IEKTPOHHOM MOUTOM:

1. Hago BbIOpaTh MpaBWIBbHBIN MOYTOBBIN cepBHUC. B MHTEpHETE €CTh OrpOMHBII
BBIOOp O€CIIaTHBIX MOYTOBBIX CEPBHCOB, OJIHAKO JIYYIlI€ JOBEPSITh TEM, KOTO 3HACUIb
Y KTO IIEPBBIA B PEUTHHTE;

2. He ykaszpiBail B JIHW4YHOW mouTe Ju4Hyro uHbopmanuio. Hampumep, myudiine
BBIOpaTh "My3bIKaIbHBIN (paHaT@" unu "pok2013" BmecTo "Temal3";

3. Wcnonp3yit ABYX3TamHYK aBTOPH3AIMI0. DTO KOTJIa IMMOMHUMO IapoJisl HY>KHO
BBOJUTH KOJI, TpUChUIaeMbI 10 SMS;

4. BpiOepu cioxHbIA TapoJib. JJisi KaXkJA0ro MOYTOBOTO SIIUKA JOJDKEH OBIThH
CBOW HAJEKHbBIA, YCTOWUHUBBIN K B3JIOMY HapOJib.

5. Ecnm ecTh BO3MOXHOCTh HaMMCaTh CaMOMY CBOM JIMYHBIN BOMPOC, UCTIONB3YH
3Ty BO3MOXKHOCTb;

6. cnonb3yli HECKOJIBKO MOYTOBBIX SIIMKOB. [IepBhIif A1 4acTHOW MEPENMUCKH C
aapecaraMH, KOTOPBIM Tbl JOBEpSEIIb. OJTO JJIEKTPOHHBIA aapec HE Hauo
MCIOJIb30BaTh IPU PErUCTpaLUU Ha GopyMax U cailTax;

/.He oTkpsbiBail (hailsibl U Ipyrue BIOXKEHUS B MUCbMAaX, TaXe €CIU OHU MPULUIH
OT TBOMX Jipy3eil. JIydille yTOUHM Yy HUX, OTHPABJISLIN JIK OHU TeOe 3TU (pailiibl;

8.1locne okoHyaHus pabOTHI Ha MOYTOBOM CEPBHUCE TEPE 3aKPHITUEM BKIAJIKH C
caiiToM He 320y HaXKaTh Ha "BeriiTn".

KuoepOyinjamHr ujim BUPTyaJbHOE U3/1€BATEIHLCTBO

KubepOymuHr - npecineoBaHue COOOIIEHUSIMH, COAEPKALUMU OCKOPOIEHUS,
arpeccuio, 3alyruBaHue; XyJIUraHCTBO; COLIMAIbHOE OOMKOTHPOBAHUE C TIOMOIIIBIO
pa3IMYHbIX UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 0OpbOE ¢ KUOEPOYIITMHIOM:



1. He Opocaiics B 60#. Jlyummii cioco0: mMOCOBETOBATHCA Kak ce0s BECTH U, €CIIU
HET TOTrO, K KOMy MOXXHO OOpaTHThCS, TO BHAYalle yCIIOKOUTHCS. Eciu ThI HaYHEIh
OTBEYaTh OCKOPOJICHUSMU Ha OCKOPOJICHHSA, TO TOJIBKO eIl OOJbIIe Pa30iKellb
KOH(JIMKT;

2.Y1paBisii cBoelt kubeppernyTaluei;

3. AHOHUMHOCTD B ceTH MHMMas. CyIIeCTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOHUT 3a
AHOHUMHBIM AKKAYHTOM;

4.He crouT BECTM XYJUTaHCKHI 00pa3 BUPTyaldbHOW XKu3HHU. HHTEpHET
¢ukcupyer Bce TBOM JEHCTBUS M COXpaHAET HUX. YJaIUTh uX Oyner KpaiiHe
3aTPyIHUTEIBHO;

5.Co0mronait CBOIO BUPTYaIbHYIO YECTh CMOJIOAY;

6. Urnopupyit enuuuyHbii HeraTuB. OTHOPa30BbIe OCKOPOUTENBHBIE COOOIIEHNUS
Jydilie uirHopupoBaTh. OOBIUHO arpeccus MPeKpallaeTcss Ha HayaabHOM CTauu;

/. ban arpeccopa. B mporpamMmmax oOMeHa MIHOBEHHBIMH COOOIICHUSIMU, B
COIIMAJIBHBIX CETAX €CTh BO3MOXHOCTh OJIOKUPOBKM OTIPABKH COOOIIEHUIA C
ONpEEIEHHBIX aJPECOB;

8.Ecnmu TeI cBumerens kubepOysumHra. TBoM AEMCTBHS: BBICTYMTH IMPOTHB
IIpeciieloBaTens, I0Ka3aTb €My, 4YTO €ro JEHCTBHS OLICHWBAKOTCA HETATHBHO,
NOJIEPKATh KEPTBY, KOTOPOH HyXHa IICHUXOJIOTUYECKass MOMOLIb, COOOIUTH
B3pPOCJIBIM O (PaKT€ arpeCCUBHOTO MTOBEACHHUS B CETH.

MoouinbHbIi TeaedoH

CoBpemeHHBIE cMapT(OHBI W IUIAHIIETHI COAEP)KAT B ceOe€ BIIOJHE B3POCIHBIN
(yHKIIMOHAT, MW TEMNepb OHU MOTYT KOHKYpPUPOBaTh CO CTallMOHAPHBIMU
KoMmnbroTepamMu. OAHAKO, CPEACTB 3alUTHI JJIsI MOJOOHBIX YCTPOMCTB TMOKAa OYECHB
Maj0. TeCTUpOBaHUE M MOUCK YA3BUMOCTEW B HUX MPOUCXOAUT HE TaK MHTCHCHUBHO,
kak j1s1 I1K, 1O ke camoe kacaeTcss 1 MOOUITBHBIX TIPHITOKESHUM.

CoBpeMeHHbIE MOOWJIBHBIE Opay3epbl yXKe MPaKTHYECKU JIOTHAIU HACTOJIbHBIC
aHaJIOTH, OJTHAKO paciiupeHre GyHKIIMOHANIA BJICYET 32 COOOM OOJIBIIIYIO CIIOKHOCTD U
MEHBIITYIO 3alTUIIICHHOCTD.

I[aJ'IGKO HC BCC IIPOMU3BOJHUTCIIM BBIIIYCKAIOT O6HOBJ’IGHI/I$I, 3aKPbIBAIOIIUC
KPUTHUYICCKUC YA3BUMOCTHU IJIsI CBOUX YCTpOﬁCTB.

OCHOBHBIE COBETHI JIJIs1 0€30MaCHOCTH MOOMIIBLHOTO TenedoHa:

- Hudero He sBisieTcst mo-HacTosIeMy OecCIutaTHBIM. byib  ocTOpoXkeH, BEIb
Korja Tebe mpejyiararoT OecIyIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO
MJIaTHBIC YCIIYTH;

- lymaii, npexae uem otnpaButh SMS, ¢oto wiu Buaeo. Trl TOUHO 3HACIIb, T]IE
OHH OyayT B KOHEYHOM HTOTE?



- Heo6xo01umMo 0OHOBIIATH ONEpallMOHHYI0 CUCTEMY TBOETO cMapT(doHa;
- Ucnionp3yit aHTUBUPYCHBIE TPOTPaMMBI JIJ1 MOOMIIBHBIX TeNe(hOHOB;

- He 3arpyxaii NpUIIOXKEHHUS OT HEU3BECTHOTO HCTOYHHMKA, BEJAb OHU MOTYT
coJiepKaTh BPEIOHOCHOE MMPOrPaMMHOE 00ECIIEUEHHE;

- Tlocne TOoro Kak ThI BBIMIENIH C CaiiTa, T/ BBOAMJ JUYHYIO HH(pOpMaImIo,
3aiiiu B HaCTpOMKM Opaysepa U yaainu cookies;

- Ileproanueckn TpoBepsiii, KakWe IUIATHBIE YCIIYyTH aKTUBHPOBAHBI HAa TBOEM
HOMEPE;

- I[aBaﬁ CBOM HOMCD MOOMIBLHOTO TCJ'IG(i)OHa TOJIBKO JIFOJAM, KOTOPBIX Thl 3HACIIb
U KOMY OOBCPACHIDb,

- Bluetooth momxeH ObITH BBIKIIIOUEH, KOTJIa THI UM HE TOJb3yelibes. He 3a0biBait
HHOT/Ia POBEPSITH ITO.

Online urpsi

CoBpeMeHHbIE OHJIAWH-UTPBI - 3TO KPACOYHBIE, 3aXBATHIBAIOIIUE PA3BICUCHUS,
OOBEIUHSIONINE COTHU THICSIY YEJIOBEK MO0 Bcemy Mupy. Urpoku ucciaenyroT TaHHbBIN
UM MUp, OOIIAIOTCS APYT C APYTOM, BBITIOTHSIOT 3aaHUsl, CPAXKAOTCA C MOHCTPAMU U
MOJy4aroT OMBIT. 3a YJIOBOJBCTBHE OHM IUIATAT: IOKYNAKOT AUCK, OIUIAYMBAIOT
a0OHEMEHT WJTU PUOOPETAIOT KAKKE-TO OTIIHH.

Bce atu cpenctBa uayT Ha MOAAEp’KaHUE W Pa3BUTHE WIPbI, a TAKXKE HA camy
0€30MacHOCTh: COBEPIIEHCTBYIOTCS CHCTEMbl aBTOPU3ALIMM, BBIITYCKAIOTCS HOBBIE
naTyu (LUQPpPOBbIE 3aIJIaTKU JUIsl IPOTPaMM), 3aKPBIBAIOTCS YI3BUMOCTH CEPBEPOB.

BHOI[O6HBIX urpax CTOUT OIacaTbCs HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO
KpaXXu TBOCIO IIapoOJIsA, Ha KOTOPOM OCHOBaHa CHCTCMa aBTOpHU3AINH OOJILIIIMHCTBA

urp.
OCHOBHbBIE COBETHI IO OE30MACHOCTH TBOCTO UIPOBOI0 aKKAYHTA:

1. Ecnu gpyroil urpok BeAeT ceOsl MIOXO WM CO3HaeT Tebe HEmpHUSITHOCTH,
3a0JIOKMPYH €ro B CIUCKE UTPOKOB;

2. [loxkanmyiicst aIMUHUCTpAaTOpaM WTPhl HA IJIOXO€ IMOBEACHHE STOTO HIPOKa,
JKEJIATEIbHO NPWIOKUTH KaKHE-TO T0KA3aTEIbCTBA B BUJIE CKPUHOB;

3.He yxa3biBail mnuHyo nHGoOpMaluio B mpodaiisie urpsr;
4.YBaxkail Ipyrux y4aCTHUKOB IO UIPE;
5.He ycranaBnuBail HeopuMaIbHbIe MATYU U MOJIBI;

6.Vcrionb3yii clioKHBIC U Pa3HbIE MApOIIH;



7. laxke BO BpeMs WIpbl HE CTOUT OTKJIIOYaTh aHTUBUpYC. [loka Thl urpaeus,
TBOM KOMIIBIOTEP MOTYT 3apaA3UTh.

@OUINUHT WA Kpaika JINYHbIX JaHHbIX

OOBIYHOM Kpakel JIEHETr U JOKYMEHTOB CEroJHs YK€ HUKOrO HE YIUBUIb, HO C
pPa3BUTHEM HMHTEPHET-TEXHOJOTHM 3TOYMBIIUICHHUKH MEPEMECTUINCh B UHTEPHET, U
MIPOJIOJIKAIOT 3aHUMATHCA " MIOOMMBIM" JIEIOM.

Tax mosiBUnack HOBasi yrpo3a: UHTEPHET-MOLICHHUYECTBA WM (PUILUHT, TJIaBHAs
IeJIb KOTOPOTO COCTOUT B MOJMYYCHUU KOH(HIECHIIMATbHBIX JaHHBIX MOJIb30BaTENCH -
JOrMHOB U mapojei. Ha anrmumiickom si3pike phishing unrtaercs kak QuiuuHr (OT
fishing - peroHas JtoBIIsI, password - MapoJn).

OcHOBHBIE COBETHI IO 00PHOE € (PUITUHTOM:

1.Cnenum 3a cBomM akkayHTOM. Eciu TBI mMoj03peBaeiib, 9TO TBOS aHKETa OblIa
B3JIOMaHa, TO HEOOXO0AMMO 3a0JIOKUPOBATH €€ U COOOIIUTh aAMUHUCTPATOPAM pecypca
00 3TOM KaK MOXHO CKOPEE;

2. Ucnonb3yit Oe3omacHbie BeO-CalWThl, B TOM YHCIE, WHTEPHET-MarasuHOB H
MTOMCKOBBIX CUCTEM;

3.Ucnone3yit crnokHble M pasHble mnapoiau. Takum oOpazoMm, eciau TeOs
B3JIOMAIOT, TO 3JOYMBIIUIEHHUKH TOJy4YaT JOCTYIl TOJIBKO K OJHOMY TBOEMY
pouIIIo B CETH, a HE KO BCEM;

4, Ecnu Tebs1 B3JIOMaJId, TO HEOOXOJAMMO IPEAYNPEIUTh BCEX CBOUX 3HAKOMBIX,
KOTOpbIE J0OaBJIEHbI Yy T€0sl B APY3biX, O TOM, YTO T€OS B3JIOMaJId U, BO3MOXKHO, OT
TBOETO UMEHH OYyJI€T PacChUIAThCA CIIaM M CChUIKH Ha (PUIIIMHTOBBIE CANTHI;

5.¥YcranoBu HaaexHbIi napois (PIN) Ha MOOMIBHBIN Tene(OH;
6.O0TKiII04M cOXpaHeHHe NapoJs B Opaysepe;

7.He oTkpbiBait (paitsibl U Ipyrue BIOKEHUS B MUCbMAaX, JAXe €CIU OHU MPUIILIN
OT TBOUX Jpy3ei. JIyurie yTouHu y HUX, OTHPABIISUIN JIU OHU TeOe 3TU (Pailiibl.

Hudposas penyrauus

Hudposas penyranus - 3T0O HEraTUBHAS WM MO3UTHBHAS UH(GOPMAIUS B CETH O
tebe. Kommpomerupyromass wuHdopMmanus, pa3MmelieHHas B HMHTEPHETE, MOXKET
CepbE3HBIM 00pPa30M OTPA3UTHCS Ha TBOEH peanbHOM ku3HU. "Lludposas penyranus" -
3TO TBOM UMUK, KOTOPBINA hopmupyercsa u3 uHpopManuu o Te0e B UHTEPHETE.

TBOe MecTo KUTEIbCTBa, y4eObl, TBO€ (DMHAHCOBOE IOJOKEHUE, 0COOCHHOCTH
XapaKTepa U Pacckas3bl 0 OJM3KUX - BCE 3TO HAKAIUINBACTCS B CETH.

MHorue TmOAPOCTKH JIETKOMBICJICHHO OTHOCATCS K MyOJHMKalMU JIMYHOU
undopmaruu B MHTEepHeTe, HE MOHWUMAsh BO3MOXKHBIX MOCHEACTBUN. Thl maxe He



CMOXKEIIb JI0TaiaThcsd O TOM, 4TO (ororpadusi, pa3MelleHHas 5 JeT Hasaj, crana
NPUYUHON OTKa3a MPUHATH TeOs Ha padoTy.

KommenTtapuu, pazmenienue TBoux (ortorpaduil U aApyrue NeHCTBUS MOTYT HE
MCYE3HYTh JlayKe TIOCIIe TOro, KaK Thl UX yAaJIUIb. Thl HE 3HACHIb, KTO COXPAHUI 3Ty
uHbOpMaIMIo, TIoNajga JId OHa B TMOMCKOBBIE CHCTEMbl M COXpaHHUJIAach JIU OHA, a
[JIABHOE: YTO MOAYMAIOT O T€0€ OKpYXkKaIoLUe JIFOJH, KOTOPbIE HAWNIYT U YBUAAT 3TO.
Haiitu wuHdoOpManuio MHOro JET CIyCTS CMOXET 00 - Kak Hu3 J0OphIX
noOyXIeHHH, TaK U C HAMEPEHUEM MIPUUUHUTH BPEl. DTO MOKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI 11O 3aIIUTE LUPPOBOK PEMYTALIUH:

1. Tloxymaii, mpeskae YeM 4To-TO MyOIMKOBaTh U NIepeaBaTh y ceds B Oj0re uiu
B COLIMAJILHOM CETHU;

2. B HacTpoiikax mpouis yCTaHOBH OTPpaHUUYEHUS HA TPOCMOTP TBOETO MPOhUIIS
U €ro COJAEPKUMOTO0, CAEIall ero ToiabKo "misd npy3en";

3. He pa3memaii u He yka3piBail HH(GOPMAIIMIO, KOTOPask MOXKET KOT0-THO0
OCKOPOJISITH UM OOMKATh.

ABTOpCKOE NPaBo

CoBpeMeHHbIE HIKOJBbHUKHY - aKTUBHBIE [10JIB30BATEIN U(PPOBOTO MPOCTPAHCTRA.
OmHako Jajlieko HE BCE 3HAIOT, YTO TOJh30BAaHHE MHOTHUMH BO3MOXKHOCTSIMU
uu(ppoBOro Mupa TpedyeT coOJIIOICHHS PAaB HA UHTEIUIEKTyaJIbHYI0 COOCTBEHHOCTD.

Tepmun "uHTeIEKTyaldbHass COOCTBEHHOCTH' OTHOCHUTCS K  Pa3IMYHbIM
TBOPCHHUSM YEIIOBEYCCKOTO yMa, HayWHAs C HOBBIX HM300pETEHUH U 3HAKOB,
0003HAYAIOIMNX COOCTBEHHOCTh Ha MPOAYKTHI M YCIYyTH, M 3aKaHYMBas KHUTAMH,
dboTorpadusiMu, KHHODUIEMAMHU U MY3bIKAIbHBIMU TTPOU3BEICHUSMU.

ABTOpCKHME TMpaBa - 3TO MpaBa Ha HWHTEUIEKTYaJbHYI0 COOCTBEHHOCTh Ha
MIPOU3BEACHUS HAYKH, JUTEpPATypbl U HMCKyCcCTBa. ABTOPCKHME ITpaBa BBICTYNAIOT B
KauecTBE rapaHTHH TOTO, YTO MHTEJUIEKTYaIbHBII/TBOPUECKHUI TPyl aBTOpa HE OyleT
HaIlpacHbIM, JIaCT €My CHpPABEAJIMBbIE BO3MOXKHOCTH 3apaboTaTh Ha pe3yibTaTrax
CBOETO TpyJa, MOJYYUTh U3BECTHOCTh W Mpu3HaHue. HukTo Oe3 pasperieHus aBTopa
HE MOXET BOCHPOM3BOAUTH €ro TMPOU3BEACHHE, PpaCHpPOCTPaHATh, MyOIMYHO
J€MOHCTPUPOBaTh, MPOAaBaTh, HMMIIOPTUPOBATh, IyCKaTb B MpPOKAT, IyOJUYHO
UCIIOJIHSATH, IOKa3bIBATh/UCIIOJIHATD B 3dUpe WiK pa3Meniatsh B IHTepHeTe.

Hcnonp3oBanre "MUpaTckoro' MmporpaMMHOTO OOSCIIEYCHHS] MOXKET MPUBECTU K
MHOTHUM pPHUCKaM: OT TOTEpPH JAHHBIX K TBOMM aKKayHTaM A0 OJOKHPOBKH TBOETO
YCTPOMCTBA, TJI€ yCTaHOBJIEHA HeJeranbHas mporpamMma. He cTouT Takke 3a0bIBaTh,
YTO CYIIECTBYIOT JIETaldbHbIE M OECIUIaTHBIE MPOTPAMMBI, KOTOPhIE MOXKHO HAWTH B
CETH.

O nopraJe



CereBU4OK.p( - TBOI IIaBHBIM COBETYMK B CETH. 371€Ch Thl MOXKEIb Y3HATh O
0€30MacHOCTH B CETU MOHSATHBIM W JOCTYIHBIM S3BIKOM, a MPU BO3HUKHOBEHUU
KPUTUYECKON CUTyalluu OOpAaTUTHCS 33 COBETOM. A TakKe MNPUHATH y4acTUE B
KOHKYpCaX U CTaTh CaMbIM IIU(POBBIM IpaskIaHUHOM !



